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(1) Safeguarding health information under HIA – what every healthcare staff 
must know 

A. Safeguard patient trust through robust security measures and ensure 
patients feel safe when entrusting their health information to you for 
medical care.
▪ Patients may feel embarrassed or have anxiety about their health 

information or concerns over how their medical conditions may 
affect their school, job prospects. 

B. Secure your digital foundation when you implement cybersecurity and 
data security measures and defend against system compromises and 
breaches.  

C. Every time you access a patient’s medical record, order a lab test, write a prescription, you will handle and manage 
health information.

D. A careless email, an unlocked screen, or a lost USB drive can expose health information and cause real harm to the 
patients you care for.
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(2) Resources to help you understand and comply with the HIA

▪ Mandatory security measures for processing and 
managing health information. 

▪ Replaced 2023 CS/DS Guidelines.

A. CS/DS Essentials (March 2026)
“What are the Policies and Practices?”

MOH issued a series of “self-help” resources in 2026 to assist HIA entities in implementing the relevant security measures to 
protect health information.

B. Implementation Guide (August 2026)
“How to operationalise the Policies and Practices?”

▪ Operational aspects of compliance -
o Ch 1: What healthcare providers need to do and by 

when.
o Ch 2: Steps for NEHR contribution and access, NEHR 

Connect Grant (NCG).
o Ch 3: Technical steps on cybersecurity, sample policy 

clauses, business continuity and incident response 
considerations.  
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Part A: Overview of Cybersecurity and Data 
Security Measures

“What are the Policies and Practices?”
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(3) Overview of cybersecurity and data security measures covered today
▪ Cybersecurity focuses on protecting all the digital information, computer systems, IT and software your clinic uses 

every day and to keep them safe from attacks.
▪ Data security means protecting all the health information that you collect, store, use, and to safely dispose the 

information if no longer needed, determining who can access the health information. 

We will explain how to implement some of these security measures in the next section!

Section A: Cybersecurity 
(IT and device measures)

Section B: Data Security 
(Data practices)

Section C: Common practices 
(Organisation-wide)

1. Install updates promptly 1. Identify and protect health 
information 1. Annual security training

2. Anti-malware and firewalls 2. Copy health information safely 2. Vendors and cloud provider 
awareness

3. Use a strong password, 2FA 3. Transfer health information safely 3. Audit and review

4. Data back-up 4. Control access to health information 4. Dispose data safely

5. Manage devices and assets 5. Business continuity and incident 
management
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(4) Section A (Cybersecurity): Keep devices up to date and protected 

When your organisation’s computer shows a software update prompt.
 Prioritise critical updates.
 Consult IT support if updates keep failing.
 Be prompt in restarts after updates.

Install updates promptly1

Your organisation’s computer should always have anti-virus running, it is intended 
to detect malicious software.
 Enable anti-malware and conduct regular malware scans.
 Activate firewall to allow only authorised traffic.
 Plug in only authorised USB drives that are known to you.

Anti-malware and firewalls2
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(4) Section A (Cybersecurity): Passwords, accounts, locking your screen

Having a strong password means having a good lock on the document.
 At least 12 characters, mixed upper/lower case, numbers and symbols, e.g. Sun$hines4All 
 Never use “password123” or your name.

(A) Use strong passwords3

Two-factor authentication (2FA) is like having a second lock on your door.
 Required for all admin and remote access to clinical systems. 

(B) Enable 2FA for key systems

Always lock your computer when you step away from your work desk, even for a minute.
 Shortcut: Windows+L (PC) or Ctrl+Cmd+Q (Mac).

(C) Lock your screen when away

Your login credentials are personal. Sharing accounts makes it impossible to trace who accessed patient records.

(D) Never share your account
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(4) Section A (Cybersecurity): Managing data, devices and assets 

Your organisation/IT team manages backups, you play a role too.
 Perform backups regularly.
 Restrict backups to authorised personnel only.
 Report if clinical systems become unavailable unexpectedly.

Data back-up4

Only use approved devices and software for clinical work.
 Use only organisation-issued or approved devices to access patient records.
 Only install approved applications on organisation’s computers.
 Avoid using "end-of-support" hardware or software assets.

Manage devices and assets5
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(5) Section B (Data Security): Secure health information

Establish policies and processes to identify and secure health information.
 Use a cable lock to secure equipment or devices and do not leave them 

unattended.
 Keep a clean desk policy by not leaving any health records unattended (i.e. they 

have to be within sight) when people move around your organisation. 
 Limit access to hard copy records (on a need-to-know basis) and store them in 

locked cabinets in your organisation after use. 
 Only retain health information if there is a business or legal purpose to do so.

Identify and secure health information1

Establish policies and processes on making copies of health information.
 Only make copies on a need-to-know basis by authorised parties and for official 

work purposes.
 Maintain possession of all copies made (e.g. collect print-outs quickly).
 Keep health records in your possession at all times when outside the 

organisation. 

Copy health information securely2
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(5) Section B (Data Security): Secure health information

Establish policies and processes for transferring health information safely
 Encrypt the file / PDF before emailing and password protect the document.
 Send the password via a different channel (e.g. SMS or phone), not in the same 

email.
 Check recipient’s email address before sending.
 Protect health information from accidental exposure (e.g. use privacy filter). 

Transfer health information securely 3

Establish policies and processes restricting access to health information.
 The patient must be under your direct care.
 You have a legitimate need to know to carry out official job functions. 
 You / your staff have been informed or made aware/acknowledge the data 

protection and security measures under law, corporate policies, and/or 
professional ethics/standards. 

Control access to health information4
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(6) Section C (Common Practices): Training staff and managing vendors

Staff should train at least once a year (whether in-house or external providers).
 Topics may include how to spot phishing emails, safe handling of patient records, 

data protection and security, what to do if you suspect a breach.
 Staff can adopt cybersecurity, data security hygiene policies and processes in daily 

ops as this helps to ensure familiarity with security practices and expected 
behaviours.

Annual security training1

Be aware of the external systems that your organisation uses (e.g. CMS, 
telehealth portal, cloud storage).
 Only use systems approved by your organisation.
 Health information should only be stored in IT-approved third-party tools.
 For cloud tools (e.g. shared drives), check with IT if you are uncertain. 
 When in doubt, ask IT before using a new digital tool. 

Vendor and cloud provider awareness2
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(6) Section C (Common Practices): Review, disposal and continuity

Review implementation of cybersecurity and data security safeguards for health 
information.
 Your organisation should review security measures (e.g. at least annually).
 Conduct/cooperate with internal audits.
 Report any gaps noticed (e.g. alert organisation HQ). 

Audit and review3

Reduce risk of unauthorised access through proper disposal of devices and data.
 Paper records: use cross-cut shredder.
 Print-outs of health information should be disposed in designated bins.
 You should report misplaced or lost health information to IT.

Dispose data safely4

Ensure organisational resilience through business continuity planning.
 Know the manual backup process if systems go down.
 Know who to call for system downtime: have your IT helpdesk number recorded.
 Continue patient care safely using paper health records as fall-back if needed. 

(A) Business continuity5
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(6) Section C (Common Practices): Review, disposal and continuity

Establish up-to-date incident response plan on how to respond, manage and 
mitigate impact of cybersecurity incidents or data breaches.
 Clear roles and responsibilities of staff involved in incident response process.
 Procedures to detect, respond, recover from threat scenarios.
 Comms plan and escalation, reporting to stakeholders. 

(B) Incident management5

If you suspect a cyberattack or data breach - take these steps immediately!

(1) Stop and do not panic
Do not try and fix it yourself. Stop all work on 
the affected systems.

(2) Report to IT / manager / DPO
Call your IT helpdesk or notify your  manager / 
DPO immediately. Do not wait.

(3) Preserve evidence
Do not delete files, emails or logs. Leave the 
system as-is for IT / DPO to investigate.

(4) Document what happened
Write down what you saw, when/how it 
happened and any actions you took. 
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Part B: Overview of Cybersecurity and Data 
Security (CS/DS) in the
Implementation Guide

“How to operationalise the Policies and Practices?”
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(7A) Navigating the Implementation Guide CS/DS Section

A. The Cybersecurity and Data Security (CS/DS) sections within the Implementation Guide are premised on the 
CS/DS Essentials; and focus on how to operationalise the security requirements.  

Step 1: Think about different aspects of CS/DS 
implementation in your organisation

Step 2: What are the measures to help you? 
(Refer to Annexes for the resources and templates)
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(7B) Navigating the Implementation Guide CS/DS Section – Summary Table

A. We have provided a table of contents to help you find the resources / templates that you need. 

The Technical Steps on Cybersecurity are based on 
the CS/DS Essentials

The sample corporate policy clauses are developed 
based on the CS/DS Essentials
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(8) Technical steps to implement cybersecurity measures
A. These technical steps are based on the Windows Operating System and are intended to serve as a general 

reference. Given that computing environments may differ across organisations, we recommend adapting 
these steps to align with your organisation's specific systems prior to implementation.

(I) Screen-by-screen guide on security 
configuration settings.
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(9) Sample corporate policy clauses on cybersecurity and data security measures 

A. These sample corporate policy clauses serve as a general reference for organisations to refer to in reviewing 
your internal policies and practices to implement the cybersecurity and data security measures.

(I) Clearly marked headers to indicate key 
security measures

(II) Clearly marked areas that require contextualisation
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(10) Sample data disclosure and confidentiality clauses for third-parties and 
employees

A. These sample clauses can be referred to in reviewing your contracts with your third parties and employees, to 
require them to protect health information.

Data disclosure and confidentiality 
clauses for employees

Data disclosure and confidentiality 
clauses for third-parties

(I) Clearly marked headers and 
tables to find samples
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(11) Considerations for formulating a Business Continuity Plan (BCP)
A. A Business Continuity Plan (BCP) is a documented strategy that helps organisations maintain essential services and 

critical operations during disruptions such as cyberattacks or data breaches. When developing a BCP, organisations 
should consider their specific operating context and risk profile to identify gaps and inform the plan's scope and design. 

B. A printed copy should also be kept on-site for reference when systems are unavailable.

(I) Clearly marked key areas to 
consider in a BCP

(II) Sample questions to ask 
relevant parties

(III) Sample response card to 
address cyberattack
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(12) Considerations for formulating an Incident Response Plan (IRP)
A. An incident response plan (IRP) provides staff with a clear, step-by-step guide on what to do, who to contact, and 

how to keep patients safe in the critical first moments of a cyberattack or data breach. A good IRP does not need to 
be technical or complex — it simply needs to be practical, easy to follow under pressure, and tailored to how your 
organisation operates. 

B. A printed copy should be kept on-site for quick reference when systems are unavailable.

(I) Clearly marked key areas 
to consider in an IRP

(I) Examples of incidents and 
spotting them

(III) How to respond to a cybersecurity incident 
or data security incident
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Thank you 

• For any HIA-related feedback or enquiries, please write in 
to HIA-related feedback or enquiries 

• For additional information and details, visit 

https://www.healthinfo.gov.sg
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